This study evaluates the development of information and information systems on human lives, the dependence of life and business on new technologies, and the development of issues, problems and insecurity in relevant systems and technologies. The role of information security may seem to be very important; hence, organizations and companies inevitably seek implementation of security. The aim of this research is to identify the priority of key success factors in implementing information security management system in Iranian Municipal Organization with the view of experts. The main research model includes seven key success factors: top management support, information security policy (ISP), job responsibilities, the motivation of the employees, awareness and training programs, compliance with information security international standards, and using the services of the information security external advisors in information security management system implementation. The data were collected by questionnaires and the results were analyzed with SPSS software. Analysis obtained from onesample T test suggests that top management support, information security policy (ISP) and awareness and training programs are the most important success factors in implementing information security management systems with the view of experts in the studied organization.
INTRODUCTION
Undoubtedly, the increasing development and converging of information and communication technologies (ICT) , and the advent of the internet and the media, are the reasons for the success seen by humans today and the reason why the present age has been named as the information age. Some thinkers have been considered today's world of information, speed and the acceleration. The difference of this age with other ages should have been known in rapid changing technology, rapid and the impressive growth of sciences and all of them owe to the broad public access to information (Mahdavi, 2000) . Extent of heterogeneity in the different layers of information technology systems , using of information security management system in order to purpose, ensure carried out of integration coordination of activities. In order to achieve security objectives *Corresponding author. E-mail: hkhajouei@gmail.com. developed in line with business objectives of organizations and are made ensuring survival and growth of information security management system as a commitment (Myranvary, 2008) . As a result, each organization must ensure that information assets are well protected and they must implement the high level of information security. Acceptable level of information security is achieved only just the right set of procedural and technical security controls identifies, implement and maintain (Solms, 1998) . Information security management has an important role in the whole information security environment. Information security that has never been managed could not be remained safe (Finne, 1998) . Therefore, the information asset should have been safe enough to achieve the goals and objectives of information security management. There are many important factors in information security management which should be given adequate attention.
These factors as well as factors that have minor importance should be considered seriously (Hinson, 2003) . The main task of information security management is to give us confidence that, the security requirements that have been imposed on the system are adequate to protect data and resources. Another task is to ensure that information security management system is working somehow to meet the security needs and reports important deviations in security (Marshall et al., 1995) . According to the complexity and magnitude of implementing the information security management system project and the existence of particular difficulties in implementing this system, identifying and considering factors that are most effective in implementing a successful system can help organizations in the implementation and proper utilization of information security management system. In this regard (in recent years) several articles and standards factors (as the key success factors in implementing of information security management system are presented (Abdul and Abdul, 2004) .
The statistics released by the World Information Security in 2006 stated that more than 64% of organizations around the world lack job opportunities in information security. Also, only 37% of organizations have a security strategy (CIO, 2006) . Meanwhile, threefifths of the organizations have expressed that finding security flaws is difficult for them and 72% have stated that they are concerned with the information security and physical security of their assets (Iran National Standard 9970-1, 2007) . In recent years, according to the adverse situation in the information exchange security area in Iran, especially in the areas of public and private sectors (Abrar News, 2008) , a number of local organizations have attempted to deal with these problems and implement the information security management system. But only 12 organizations have received a certificate in information security management system in Iran. Meanwhile the number of global organizations that have succeeded in obtaining the certificate of information security management system has reached 7205. And every year a number of organizations are added (Chamanzamin and Rezvani, 2004) .
According to few studies in the field of information security management system in Iranian organizations, this research attempts to prioritize these factors according to their significance. According to many interactions that people have with the municipal and the extent of their services for this purpose, municipal organization in one of the province is considered. Information security in organizations such as; the municipal is critical, because the databases of public organization containing confidential information of the citizens or clients. Adoption of proper security policies and appropriate implementation of them reduce the risk of sudden loss of data, unauthorized entry is much more difficult into the system and provide security tools to detect attacks and correction of security breaches. This article reviews the success factors of information security management system in the Kazemi et al. 4983 municipal organization. Also in this paper factors are ranked based on the views of respondents. After presenting the theoretical literature, a conceptual model was introduced and the research results were assessed on it.
THEORETICAL PRINCIPLES

Information security
Information are data that have meaning in a particular context and are used to transfer the concept that has value for a person in certain circumstances (Sarrafzadeh, 2009 ). There are different forms of security for companies such as: Information security, operations security, production security, personnel security, computer security and so on. America's National Information Systems Security Glossary defines information security as: Protecting information systems against unauthorized access or manipulation of information, whether in storage, processing or exchange and the exclusion of services for authorized users or providing services to unauthorized users that includes these necessary actions to discover, document and dealing with such threats (Hone and Eloff, 2002) . This definition implies that Information security is not just a technical issues but a very important management issue, its main purpose is to create a secure information environment. Information security, including techniques such as technical measures and management measures that protect information assets are used against unauthorized acquisition, damage, disclosure, or manipulation, change and loss or abuse of information (Eloff and Eloff, 2003) . The scope of information security includes the protection of all verbal and print information, and information that are automatically recorded for the use of people in organization. This scope also includes the protection of all resources that are used for creating, processing, transmitting, storing, using, viewing or controlling the facilities of restricted environments, communication networks, information staff, peripheral devices, storage and recorded media (Finne, 1998) . Therefore, information security is an interdisciplinary concept that includes a group of related topics on information life-cycle. The importance of information security is seen when most organizations show off their misuse information assets or eliminated assets (Solms, 1998; Finne, 1998) .
Information security management
Information security management is a series of management activities with the aim of protecting and securing information assets within the framework of the organization in which information system is running (Solms, 1998) . Evaluation of information assets from one organization to another may be different, considering Table 1 . Important success factors for information security management system (Nosworthy, 2000) .
Factors
Author's view Humans People cause various events to occur. Information security policy is meaningless without humans Culture Organizational culture plays a significant role in information security management. Information security management plan that is used for a manufacturing plant should not be like a plan that is used for a service company. Attitude of humans Human approach is the way they look to security and what it means for their organization.
Security training
Without adequate training staff cannot implement information security management plan. Ownership Ownership refers to this individuals own information and are responsible for implementing information security. Job description Job description should specify individual responsibilities in the field of information security, documentation and training.
the geographic and business areas. Thus, organizations that are located in developed countries and has a good organizational development may pay more attention to protecting their information assets than to their counterparts in developing countries. It is a set of managerial activities that aims to protect information assets and secure framework within the organization in which information systems are working. Therefore, one of its main goals is minimizing the risks that an information asset encounters (Solms, 1998) . Information security management process is an iterative process with feedback and continuous improvement, which consists of several processes that started with Identify and specify security requirements and will be continued to meet these needs with the required strategies and measuring results to improve information security management (Bjorck, 2001 ). Eloff and Eloff (2003) defined information security management processes as PDCA cycle, in which management identify processes that must be implemented, to investigate whether all implemented processes have examined and performs operation considering the feedback and results.
Information security management objectives
Three general objectives can be mentioned; information confidentiality, integrity, and availability. Information confidentiality is related to prevent unauthorized disclosure of information. Integrity refers to prevent tampering and unauthorized changes to information. Availability refers to limiting the use of information or resources (Finne, 1998; Mitchell et al., 1999) .
RESEARCH BACKGROUND
Here, we carried out a research that is related to the study topic. Lau (1998) introduced several factors which affect the success of Information security management. He believed that to have an information security management system with appropriate security levels, one has to consider these factors to achieve information security goals. Lao introduced two factors; users status and risk assessment. He believed that both of these factors must be evaluated fairly during the development process information security. Nosworthy (2000) tried to answer this question: "if we do not know what to do, how can we get it done?" He did this by introducing factors which play an important role in the success of Information security management. These factors are shown in Table 1 . Eloff and Eloff (2003) noted that the optimal way to combine products and processes for Information security management is by defining/ conceding a code of practice (COP) requirements. The main source for the COP is BS7799 British Standard. Solms and Solms (2004) identified ten key aspects to avoid mistakes and serious errors during the implementation and evaluation process of Information security management. These aspects were also presented in many other studies, from different viewpoints and most of these aspects play an important role to keep a safe information security environment. These include:
i. Information security is an organizational responsibility. ii. Data protection is a business issue rather than a technical problem. iii. Information security management is a multidimensional affair. iv. Information security program must be based on known risks. v. The role of international is best practices in information security management. vi. Corporate information security policy is necessary. vii. Information security monitoring is essential. viii. Existence of appropriate Information security manage-ment structure (organization) is necessary. ix. Keep users informed from the issues related to Information security is very important. x. Giving power to the Information security manager by infrastructure, tools and supporting structures is an important issue. Mitchell et al. (1999) suggested to companies that in order for them to prevent the misuse or loss of their information assets, they should apply the following recommendations:
i. All potential costs related to security should be based on formal analysis of risks. ii. Providing Information security management as a function that centered on information technology. iii. Strengthen this view that information is a valuable asset for companies and should pay special attention to them. Bjorck (2001) presented the experiences and views about the essential factors for the implementation and certification for information security management. In his research, according to the view of certificate auditors and the view of information security consultants, six factors in the implementation process and receiving certificates of information security management were identified. These factors are shown in Table 2 . Kankanhalli et al. (2003) developed an integrated model of information security effectiveness. Small and medium enterprises in Singapore were studied to test the ability of the measures to protect assets from unauthorized access or misuse of information by employees. Organizational factors such as organization size, senior management support, and industry type had a profound impact on the information security measures. Organization size plays a crucial role in the acceptance of security system; smaller organizations are most affected by lack of manpower, financial support and technical skills. Therefore, the smaller organizations as against large ones gain fewer advantages during the implementation of information security management. Figure 1 shows the conceptual model of Kankanhalli and others research.
Senior management support was recognized as a critical factor of success in implementing information security management. Senior management play main role in encouraging users attitude in the use of information security policy (Kankanhalli et al., 2003) .
Research model
Information security management is the implementation of all security requirements for the proper protection of information assets against any damage or abuse. To Abuzineh (2006) . According to conceptual model of this study, success factor for information security management are divided into 7 groups. Briefly, we define each of these factors:
1. Top management support is necessary because it provide the moral and financial support for information security management. 2. Information security policy is important because it is the main tool for achievement in information security management activities. 3. Job responsibilities make clear and explain the responsibility of each individual in the field of information security management, it is therefore essential to the success of information security management. 4. The motivation of the employees increases the success of information security management through convincing employees about the objectives and benefits. 5. Awareness and training programs plays an important role in increasing employee awareness. 6. Compliance with information security international standards has led to that company adopts some general rules and allows the company to assess its security level and position in terms of security among other organizations and gain decide ability in order to share its systems with other companies. 7. Using the services of the information security external advisors allows the company to use the knowledge and opinions of them (Abuzineh, 2006) .
RESEARCH METHODOLOGY
This research is an applied research, its methodology is a descriptive method from the survey kind and its time horizon is cross-sectional. Because of this research limits such as cost and time, we chose all the municipal offices of the biggest province in Iran as our statistical community. The people that responded to this survey questionnaire in each office are information technology officials or the people that undertake the responsibility. In this study we used the census methods to collect data and all members of society have been investigated, sample size consists of all the statistical community members (35 members). Questionnaire is the primary source of information gathering on this research, this questionnaire has 7 sections and 21 questions. Each section consists of 3 questions and these questions are in quintuple range of Likert. For each hypothesis, 3 questions are considered. To adjust the questionnaires (Myranvary, 2008; Bagheri, 2010; Salhyan, 2009) , the content of the questions was revised several times after consultation with experts and pundits. After final verification, it was used to gather information. To check the reliability of data gathering tools, 10 questionnaires were distributed to pre-test, after collecting and using data from the questionnaire, Cronbach's alpha coefficient was calculated by SPSS software. Cronbach's alpha coefficient questionnaires are equal to 0.924 that indicating high reliability of this questionnaire is acceptable. The municipal consist of 17 offices and survey questionnaires were distributed among 35 experts working in these departments. We collect the entire questionnaire and so the rate of response in this research is 100%.
RESEARCH FINDINGS
The important evaluated factors in this study were measured with the help of questionnaires, based on quintuple range of Likert. About 7 research hypotheses were tested using SPSS software and single-sample Ttest. The accuracy of the hypotheses was tested with a confidence level of 95% and the results are given in Table 3 . As the table shows, except the factor of using the services of the information security external advisors, the importance of other factors is approved. As shown in Figure 3 , the difference between using the services of the information security external advisors and other factors is meaningful; as such, this hypothesis is rejected in this research. The model that was used in this study to examine the effective factors in information security management success was based on a research conducted by AbuZineh in Finland Figure 2 . The results of this study in comparing with the results of the research conducted by AbuZineh are shown in a radar chart in Figure 4 . Figure 4 shows that with the exception of the factor of using the services of the information security external advisors, other factors in the research conducted in Finland compared to the current study have less mean. The priorities of factors are somewhat different in which it can be seen well in Table 4 .
Top management support in both studies has the first priority and the highest mean was assigned to it. Using the services of the information security external advisors has the last priority and lowest mean was assigned to itself. Based on the results of this study, all the hypotheses were accepted except that of using the services of the information security external advisors. But in the study conducted in Finland, the hypotheses related to top management support, information security policy (ISP), awareness and training programs and job responsibilities have been accepted and other three hypotheses have been rejected.
Conclusions
The aim of this research is to identify the priority of key success factors in implementing information security management system in Iranian Municipal Organization with the view of experts. The data were collected by questionnaires and the results were analyzed with SPSS software. Analysis obtained from one-sample T-test suggests that top management support, Information security policy (ISP) and awareness and training programs are the most important success factors in implementing information security management systems with the view of experts in the studied organization. In this study, the factor of the services of the information security external advisors was identified as least important. Finally, a comparison was done between the results of the current study and that of the study conducted in Finland; it was observed that the results of the two studies did not differ much with each other. The studies were similar in both the first and last priority. In both studies, top management support had the highest priority and the services of the information security external advisors had the lowest priority. It is recommended that a research should be done about the causes of low importance of using the services of the information security external advisors in both studies. We present a short analysis about each of the seven factors:
1. Top management support was identified as the most important factor, because without its support none of the organizational plans will be implemented. 2. The Importance of information security policy (ISP) was in second place. According to the same studies, we can concluded that these factor due to the giving the holistic view of the entire project, prevent spread works and is the most important factor after top management Support in the success of information security management system. 3. The third factor is awareness and training programs. Staff must be trained correctly, because if a staff has job responsibilities and motivation on awareness of the work, they will not function properly. 4. The forth factor of importance was recognized as job responsibilities. This factor refers to the commitment of employees to perform their responsibilities, and shows that after the three mentioned factors in implementing successful information security management system is subject to the job responsibilities of staffs. 5. The fifth factor is compliance with information security international standards. No doubt, if there is no coordination in implementation of international standard, project will drawn to deviation and not achieved to its ultimate goal. 6. Based on the results, the sixth factor was recognized as motivation of staffs. This shows that we can use incentive policies to continue and correct implementation of information security management system. 7. The last factor is using the services of the information security external advisors. Of course using the services of outside consultants can be of many benefits for the organization, but in the security issues, because of its sensitivity, most organizations do not have a positive view about it. As in a similar research in Finland, this factor was placed in the last priority.
According to the results, we find that factors associated with high levels of the organization (top management and policy) are in the first priorities, then factors related to staff are in the second priority. Finally, there are factors relating to compliance with security standards and consultants outside the organization.
